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meanssome of the original plaintext messages, in
addition to knowing the carresponding ciphertexts.

What can one ask for in a cryptographicsystem
(abbreviated cryptosystem) to allow practical and
securecommunication?

Basic Requirements:

E must be injective

A computer must be able to cary out both D
and E in reaonabletime

Cathy shouldnot be ableto gure out how to do
E, or evento guesspart of m from a knowledge
of m% Typically Cathy will have intercepted
many di erent m% and will know a number of
ealier sent pairs (m;m9. But it must remain
computationallyinfeasible for Cathyto determine
m from a newly sentm®

Remark: di erent levelsof securiy requiredi erent
levelsof infeasibiliy: e.g.,if a companyis discussing
a mergerthat hasto be kept secretfor the next two

2

Kamal Khuri-Makdisi CIMPA-LEBANON summerschal 2004

Intro duction: what is cryptography?

Given: a (very large) nite set of messaged , or
more generallya nite set of plaintext messages
M p and a nite setof ciphertext message .
Most often we'll takeM = M p = M ¢.

Question: Find\practical" encoding and decoding
maps :Mp! McandD :Mc ! Mp such
that D E = id.

Then two people, traditionally called Alice and
Bob, can communicate in privacy even if their
messagesare being intercepted (e.g., over the
internet!). To senda messagen 2 M p, Alice sends
m®= E(m) 2 M ¢, and Bob decalesm®by applying
D to it. This assumesthat Alice and Bob have
decidedon D and E, whichthey usuallykeepprivate
betweenthemselvesThe cryptographer(Cathy) only
seesthe messagen® but in principle doesnot know
how to apply D. A reasonablemodel is to assume
that Alice and Bob have sent many messagesn,
encaled and decaled using E; D, and that Cathy
has seen all the carespnding coded forms m°.
In addition, Cathy may have found out by other
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weeksonly, then it's okay if Cathy can gure out
how to decrypt messagesising six months of work
on powerful computers.

Example: JuliusCaesds cipher: M = Z=26Z, with
0="A", 1="B, etc.; thendene E(m) = m + 3,
andD(m% = m® 3. Thus

E(CA)="D D(A") =X
E(B'") ='E D('B')="Y"
E(C)="F D(C)="'Z
E(D')="G D(D') = ‘A’

And we can encale messagesletter-by-letter,
so E('"VENIVIDIVICI') = "YHQLYLGLYLFL'. This
code s of coursequite easyto break usingfrequency
analysis,evenif we use more complicatedbijections
D;E:M ! M. Thisis onereasonwhy M must
be a large set.

Problem: If M = jMj is very large, then it is
infeasibleto allov D (and its inverseE) to be an
arbitrary permutation. E.g.,if M = 10'%, thenthere
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aeM! 10" possiblepermutations. No practical
notation or algaithm candescrite all elementsof the
symmetricgroup Sy for M this large.

Solution: Restrict to a small classof E and D,
indexedby a key k 2 K, wherethe set of keysK
is still large, but elementsof K can be descriked
succinctly Example:if jKj = 10*® then a key can
be descrited using 100 digits or about 300 bits. It
is possibleto usedi erent keysfor encryptionthan
for decryption. So, say we have encryption keys
K, and decryption keys K, which descrite distinct
encryption/decryptionmaps(k 2 K, K 2 R):

Ex:M ! M; Dp M ! M:
We assumewe also have a good way to generate

pairs (k; K) for which Dp = E, 1. Sucha pair is
calledan encryption/decryption pair.
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Advantage of private key cryptosystem:
Encryption and decryption of long messagescan
be done very quickly with modern private key
cryptosystems.

Disadvantages of private keys:

If n peopleneedto communicateprivately, then
needn(n 1)=2 keys,onefor eachpair of people.
Dicult to managesecuriy with so many keys
oating around the di erent computers.

Each given pair of people (Alice and Bob) must
somehev agreeon a choiceof k. They cannot
sendthe key overthe internet (Cathy is watching).
They needto meetin personor have somekind
of securecommunicationschannel| impractical.
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Private key cryptography

Here K = R, and k = K. Thus D is the
inverseof Ex. Alice and Bob agreeon a particular

key k, which they keep secretbetween themselves.

They then use Ex and Dy to encrypt and decrypt
messages.

Basic cryptographic premise: Cathy knows how
the systemworks but doesn't know the key. So she
knowsthe mapk 7! Ey; Dy, andtypically hasfound
out severalpairs (m; m% where m®= E,(m) but
should have a hard time determiningk. HenceEy
and Dk shoulddepend on k in a fairly complicated

way.

Example: Let M = Z=MZ, K = (Z=M2)
Z=MZ. For k = (a;b), with a invertible modulo
M and b anyintegermodulo m, de ne E ) (m) =
am+ b, and D(a;b)(m‘b = a (m b). Wehavethus
restricted our permutationsto the smallset of a ne
transfamationsof Z=M Z. HerejKj M2 ML
This systemis not secure,since knowledge of just
two pairs of the form (m; m9 usuallyallows one to
nd the keyk = (a;b).
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Public key cryptography

Main cryptographicapplicationof number theary
and algebaic curves, particularly elliptic curvesat
the moment.

Setup: EachuserU (e.g., Alice or Bob) generates
an encryption/decryption pair (ky;Ky) 2 K K,
and publishesky in a directary while keepingK
secret. Then if Bob wants to senda messagem
to Alice, he sendsher m®= E, (m) which shecan
decryptusingher private key If he wantsto signthe
message he can send EkA(DK\B (m)), which Alice
decryptsusingD,@A to getn = D,@a(m). Shethen
appliesEy, to recoverm. The point is that only
Bob can producean n which satis es Ex, (n) = m.

Important; It shouldbe computationallyinfeasible
to nd Ky (more preciselyto nd the map DKU)
from a knowledgeof ky. It is a bit surpising that
this can be doneat all (modulo someplausiblebut
unprovenconjectures).

Advantages of public key systems: Far fewer keys
haveto circulate; n usersneedonly n keys. Also,
no secretkeys everneedto be exchangedover the
internet.
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Disadvantages:

Existingpublic key cryptosystemsare muchslower
than private key cryptosystems. One standad
solution is to use a public key cryptosystemjust
to agreeon a private keyfor future communication
that sameday.

No formal proofs have been found to guaantee

the di cult y of breakingpublic key cryptosystems
(or of any private ones,for that matter!). Onecan

make heuristicargumentswhy systemsare secure,
if one is willing to believethat certain problems
(like factoring large integers)are computationally
hard.

In practice, the main source of insecuriy in
cryptosystemsseemsto be the human side! A
poor choice of key or a faulty implementation,
or an easilybribed insider, are much easier(and
appaently more common)ways for cryptographic
systemsto be broken.
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in reasonableime. Now userU choosesan integer
e = ey that is relativelyprimeto p 1landq 1
This is typically done by choosing e to be a large
prime number.

The public key: is the pair k = ky = (N;e) =
(Nu;ey).

The private key: isthe pairK = Ky = d=dy 2
Z, chosensuchthat de 1mod(p 1)(g 1).
User U knows p and g, and therefae can nd d
by usingthe extendedEuclideanalgaithm on e and
(P 1)(g 1). This yieldsd;" 2 Z such that
de+ (p (g 1)=1

The message space: We thearetically use M =
(Z=NZ) , the group of invertible integers modulo
N. But in practice we do calculationsin the ring
Z=N Z, sincethe probability of stumbling acrossan
elementx 2 Z=NZ that is divisibleby p or by q is
lessthan 1=p+ 1=gwhichis miniscule.

Encoding and decoding:
Ex(m) mémodN,
De(m) (Mm9Y?modN.
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Example: the RSA public key
cryptosystem

Remark: RSA (Rivest-Shamir-Adleman)does not
involvealgelyaic curves,but we discussit because:

It introducesthe topic of e cient computations
in number theary.

It givespractical motivation for the mathematical
questionof either factoring a very large number
(say around 10°%°), or provingit to be prime. This
questionis of courseinterestingfor its own sale.

We will later see how elliptic curves can help
ansver the above questionin practice.

Implementing RSA: First one sets up a
private/public key pair. Each userU (somehav?)
nds two very large prime numbers p = py and
g = qu, both of the order of 10'%°, sa. The basic
premiseis that factoring is hard | soif someone
knows the product N = pg  10%%° but does not
know p and g, then that personcannot factor N
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Reason this works: The group(Z=NZ) hasorder
"(N)=(p 1)(g 1),soif misanintegerrelatively
prime to N, then m® (@ D 1modN. Thus
(m9%4 m  m! = mmodN. Recall that
the chanceof stumbling acrossan m that is NOT
relatively prime to N is so smallasto be negligible.
If that happens,though, we can factor N and break
the cryptosystem.

Questions: manyof the operationslisted abovemay
seemdi cult to do if the numbersare all large. We
deal eith them as follows:

How can we nd large primes p and q? The
prime number theaem says essentiallythat a
large number p is prime with \probability"
1=logp. Thus sincep 10%°, the probability
is 1=150log10 1=350 So somehwv we must
test around 350 large numberson averageto nd
one p, and we then repeat the processto nd q.
We will discusshow to test primality later.

Doing arithmetic with large numbers (up to
= 300 digits in our example)is not too bad
for a computer | either adapt the pencil and
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paper algaithms from elementay schal, which
works well for addition and subtraction but takes
time O( ?) for multiplication, OR use fancier
techniqueswhich do multiplication and divisionin
time O( ** ).

What about the impossibly large powers mé,
(m9?

{ We only care about m® mod N. So of course
we NEVER calculate the integer m€, since
me  (10%°%)10° which hassome10®®2 digits!

{ Sodo everycalculationmodulo N, and reduce
each intermediate result modulo N. So we
never see numbers bigger than N2 1089,
Much better.

{ Wait | we cannot hope to get the eth
power by multiplying (m mod N)(m mod
N):::(m mod N). That would take e factors
whichis too manysincee  10°%. Insteadwe
usefast exponentiation .

12
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First remarks on testing primality

If p is large, say with hundredsof digits, it is not
practical to_try to divide p by all potential divisa's
(lessthan ™ p). Of coursewe do checksomesmall
divisas anyhav, sothat p is not divisibleby 2 or 3,
or by any number up to, e.g., a million.

In practice: Check rst that p is probably prime.
Very roughly we checkthat Fermat's little thearem
aP ' 1mod p holds for many random a (where
we had better have(a;p) = 1). This is doneusing
fast exponentiation . If we evergeta® ' 6 1, we
know that p cannotbe prime. But thereis a chance
that many a's will falselypassthis test.

More precisely: one usesthe Miller-Rabin test,

which also tests that a(P D=2 1mod p, and

further similar identities with powers of a mod p. If

p is composite, then fewer than 1=4 of the choices
of a can passthe Miller-Rabintest. So if p passes
the Miller-Rabintest for many randomlychosena's,

we are willing to bet that p is prime.

Proving primality: This takes more work, and is
the topic of a later lecture. One can usethe recent
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Fast exponentiation

Works for any group G wherewe can implement
the groupoperation. We then nd m® form 2 G,
evenif eis large.

Basic idea: write e in binary notation, and use
repeated squaing to get powers of the form
m; m?; m*; m8;::: whichget combinedaccading
to the binary digits of e.

Example:G = (Z=100Z) ,m = 3, ande = 147
In other words, nd 3.

{ The binary expansionis 147 = 1001001% =
128+ 16+ 2+ 1. o

{ Bg/ repeatedsquaing, we nd =973 =81
3 :mgmzmih"gllzzss: ?6612 1
{ Put thesetogether:3~ =3~ 3 3 3 =

961 721 9 3= 787

13

Kamal Khuri-Makdisi CIMPA-LEBANON summerschal 2004

breakthrough(2002) of Agarwal, Kayal, and Saxena,
a deterministic polynomial-time algaithm (in the

number of digits of p). For the sizesof humberswe

consider,there are other methads that are faster in

practice. We will seea probabilistictest usingelliptic

curveslater in theselectures.
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The discrete logarithm problem

Premise: Public key cryptosystemscan be built
from large nite abelian groups,basedon the belief
that the Discrete Logaithm Problem (DLP) in a
well-chosengroup G is intractable.

The DLP: Let g;h 2 G. Then either nd a2 Z
suchthat h = g2, or show that no sucha exists. We
write a = logy h. The valueof a actually belongsto
Z=NZ, whereN is the order of the elementg 2 G.

Remark: In many caseswe know that G is cyclic,
and we chooseg to be a generate. Thus N = jG;j.
In this casea exists,but nding it seemsdi cult in
generalif N isverylarge. If G is not cyclic, we often
just work in the cyclic subgroupgeneratedby g.

Careful: One has to avoid the case where N
is a product of small primes, since then there
existsan algaithm due to Silver-Pohlig-Hellmanto
nd the discretelogaithm quickly Otherwise, for
\black box" gfpﬂ)s,the bestgeneralmethpds known
take time O(' N) (probabilistic) or O(" N logN)
(deterministic). In a moment we will review one
suchmethod, called\Baby-step-giant-step.”
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g-dimensional algebraic group (see Oesterk's
lectures), and its group of Fy-rational points
generalizesthe above example. If g is xed
and g grows, the DLP for thesegroupsbecomes
easierwhilethe grouplaw becomeamore di cult
to implement. Cryptographicapplicationsseem
limited to rathersmallg, say g 6.

A non-example: let G be the additive group
Z=NZ. Then the discrete logaithm problem
becomesthe equationag h mod N, which is
trivial to solvefor a (or to nd that no solution
exists).

Toy example of DLP: Let G = (Z=101Z) , so
jGj = 100= 2252, One cancheckthat g= 2 is a
generata, sinceg'®=2 = 2°° = 100, and g'%°=5 =
95, sothe order of g is a factor of jGj = 100 but not
a factor of 20 or of 50.

log;8 = 3 (or 103 or 203 or 97, etc.).

logz 3 =? Tricky way: notice from the above that
2°= 1, and2°= & Then2 3= 227,

and the discretelogaithm is 69.

18

Kamal Khuri-Makdisi CIMPA-LEBANON summerschal 2004

Examplesof groupsusedin cryptography:

Let p be a prime. Then (Z=pZ) isa cyclicgroup
oforderp 1. Wecanlook for agenerate g, called
a primitive root modulo p (nding g is di cult,
unlesswe somehav manageto factor p 1, which
we hope has some large prime factors to avoid
Silver-Pohlig-Hellman). The discretelogaithm in
this groupis still believedto be hard, but ingenious
algaithms exist that are much better than those
for \black box" groups.

If g is a power of a prime, let Fy be the nite

eld with q elements.(Example:F, = Z=pZ if p
is prime.) Givenan elliptic curve E de ned over
Fq. the Fq-rationalppoints E(Fq) form a nge

groupwithg+ 1 2°q JE(Fg)j o+1+2°0
(Hasse's theorem). This is usually not cyclic,
but we can often work in a large cyclic subgroup
of E(Fg). No algaithm is currently known for the
DLP on an elliptic curvethat improveson what is
known for a \black box" group.

Fancier: let C be an algebaic curve of genus
g over Fq. Then the Jacobian J(C) is a

17
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The above trick generalizesto \index calculus
methads" in any (Z=pZ) . Idea: look for
powers gPh® mod p whose residues modulo p
factor easily and combineidentitiesto nd the
discretelogaithm. Theseare much better than
the black box DLP algaithms suchas Baby-step-
giant-stepdescriked below.

A trickier example of DLP: Let p =
172316432754274362365nd considerthe elliptic
curveE overFp, whereE :y? = x3+ 3141 + 5926

JE(Fp)j = 172316432762555079388 22 13
140534491 23579816809

The \randomly chosen" point P =
(2718 730354492605467788%0 generates the

group.

Question: What is the discretelogaithm log Q,
where Q = (271828532651697775644425%3
Thisp can be found in a small multiple
of = 23579816809 150000 steps using a
combination of Silver-Rohlig-Hellmanand Baby-
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step-giant-step, so it isn't unreasonable. The
ansver turns out to be 134712877515817113540
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Find a mod 2, and usethis to nd a mod 4.

Find a mod 5, and usethis to nd a mod 25.

By the Chinese Remainder Theaem, combine
amod 4 and a mod 25 to obtain a mod 100

The method is to write a = 4b, + 2by + by =
25c;, + 5¢1 + ¢y, whereby; by 2 f0;1g and cg;¢; 2
f0; 1;2; 3;4g. Wethen nd the unknown by; by; Co; €1
by a cleverexhaustiveseach (can also use BSGSif
N haslarge prime factors). We illustrate for ¢y and
Cy:

Precomputation: (?O; 29,2, 2%, ?80) =

(1, 95; 36, 87, 84).

Observethat if 3= 22°%, then 3° = 2°°%,
Sowe can nd ¢y mod 5 by consultingthe above
table. Since3® = 84, we get 20c, = 80 and
Co = 4.

Now take 2°2°°t = 3 2 ® = 57 since we
know ¢ = 4. By a simila argument we have
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Black box ways to do DLP

We illustrate Baby-step-giant-step(BSGS) and
Silver-Pohlig-Hellman (SPH) on the example of
log;3 in (Z=101Z) . Our goal: nd a with 2° = 3.
We want to avoidtrying out eachofa= 0;1;:::;99
until we reach a solution. This will take expected
time O(N) whereN = 100

BSGS: Write a= 10i + j, whereO i;j < 10, (For
generalN, we replacel0 by the rst integer> N))
Then we want to solve2'” =3 2 |, We calculate
the 20 numbers carrespnding to each choice of i
andj:

Giantsteps:?ozi;? =14:::;2" =87,:::

Baby steps:3 2
733 2 '=87

Thesetwo lists have size 10 = O(p N). We nd
the commonelement(87) and concludethat 2% =
3 2 ° hencethat a= 69.

SPH: We factor N = 100= 225?. Our strategy:
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220(:1 — 5—74 = 87. Thusc; = 3and5c;+ ¢ = 19.

Thusa 19mod 25.

End of the argument: a simila calculation gives
bh = L;bp = 0 soa 1mod4 Combining,
we geta 69mod 100 = jGj, so we can take
a= 69
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Cryptography based on DLP

Assume: G is a cyclic group with generato g.
The order jGj shouldbe large, and not divisible by
too manysmallprimes,in orderthat the DLP in G be
consideredntractable. Remak: this is a necessgy
but perhapsnot su cient condition for the following
cryptosystemdo be secure!

Di e-Hellman key exchange: Alice and Bob need
to agreeon which key to use in their private-key
cryptosystem,but can only communicateacrossan

open channel where Cathy is listening. Metho d:

A; B agreeon the group G and generato g. Cathy
knows this, but can't solve DLP on G. Then A

privately choosesa randomintegera < g,and sends
the group elementg? to B. Similaly, B choosesa
randomb, and sendsg® to A. Their commonsecret
information is k = g, which they can use as their

key

Alice knows a and g°, so computesk = (g°)2.

Bob knows b and g2, so computesk = (g?)°.

24

Kamal Khuri-Makdisi CIMPA-LEBANON summerschal 2004

ElGamal digital signature: This usesthe same
public-private key pair ka = a, Ko = g®. Write
M = jGj. We x asimplebijectionf : G! Z=MZ,
sendingh 2 G to f(h) 2 Z=M Z. This time, the
messagebelongto Z=M Z, and A signsm 2 Z=M Z
by givinga pair (h;s) 2 G Z=M Z suchthat

(Ra) ™Whe = gn:
Anyone can verify this signature.

A can nd the signature as follows: choose a
randomr andlet h = ¢". Thenthe powersof gin
the above equationare af (h) + rs mmod M.
It is easyfor A to solvefor s using an inverse
of r mod M obtainedby the Euclideanalgaithm.
Note that A usesherknowledgeof the private key
a.

If Cathy xes a choiceof h andwantsto forgethe
signatureby nding the corect s, she needsto
solvea DLP somewherelf shestarts from a xed
s, sheneedsto solvea strangenonlinea equation
for h.

26
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Cathy knows g and g°, but cannot solvefor a
and b. It is unclea how she can compute g2°.
Maybe somemethod existsthat allows Cathy to
nd g® without solvinga DLP. (Partial results
suggestthat the ansver is no.)

Note that A doesnot know b, and doesnot have
to try to nd it, sinceA knows a.

ElGamal public-key cryptosystem: Essentially
a dierent Die-Hellman key exchangefor each
message. The spaceof messagess M = G, and
Alice has a private key ka = a < jGj, and a public
keyKa = ¢?. If Bobwantsto sendamessagen 2 G
to Alice, he choosesa randomnumberr < jGj, and
computesh = g andn = (Kx)"m. Bob then sends
the pair (h; n) to Alice.

Alice knovs h = ¢" and n = ¢g¥m, and can
computem = h 2n. Note that Alice never nds
out what r is, but candecae dueto her knowing
the private key a.

Cathy cannot nd m from n without somehav
nding g . But sheonly knovsg? andg'.

25
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Nobody knows (rather, hasadmitted to knowing)
how to chooses and h simultaneouslyin some
other way to forge a signature.

Remark: The ElGamaldigital signature algaithm
requiresus to know the order jGj of the group. We
also needto know jGj to make surethat the DLP
in G is safefrom the Silver-Pohlig-Hellmanattack.
But nding jGj canbe far from obvious.

Example:how manypointslie on the elliptic curve
E :y%2 = x3+ x+ 1? More precisely given the
nite eld F,, wecanviewE asbeingde ned over
Fp. (Actually, if p= 2 or p = 31 the equation
givesa singula curve,soit is not elliptic.)

E(Fs) = fP1;(0;1);(0;4);(2;1);(2;4);(3;1),
(3:4);(4,2);(4,3)9, soJE(Fs)j = 9.

But what about E (F 1253271626431 7)? Answer: this
curve has 12532721750444points. Not obtained
by enumeratingall the points!

Generatesultmentionedabove: if E isanyelliptic
curve over the nite eld Fq, then jJE(Fg)j =
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g+ 1 twithijtj 2P Q. This athearemof Hasse,
and is analogousto the RiemannHypothesisfor
the function eld F4(E).

In. the example above, t = 5486126 while
P p 70803153. We can usethe limited range
of possiblets to direct our computation of the
number of points on E.

Two main polynomial-time approachesexist to
counting points on E overa large nite eld:

{ (i) the Schmf-Elkies-Akin algaithm | works
generally

{ (i) Satoh's algaithm (also simila work by
Kedlaya) | better for nite elds like F ,s00
of smallchaacteristic.
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simplerquadratic sieveis still better, eventhough
its asymptoticsare slover | \halfway" between
polynomialand exponentialtime.)

The above running times are givenin terms of the
sizeof N, and allow for the worst casewhen the
composite number N is the product of two prime
numbers both approximately N. Most composite
N havea signi cantly smallerprime factor p. Trial
division will then nd this factor in time O(p).
But the number eld sieveand quadratic sieveare
insensitiveto the sizeof p. We will descrike two more
methaods that depend on the size of this smallest
prime factor p, in prepaation for the elliptic curve
factorization method.

A heuristic O(p p) algaithm:  Pollard's rho
methad. Say for simplicity that N = pg, wherep
is signi cantly smallerthanN | e.g.,N 103
but p < 10%°. Trial divisionto nd p takes
0(10%°) steps, too long. But the rho methad
takes O(10%°) steps,quite reasonable.

Description of rho method: work in Z=NZ =
Z=pZ Z=¢Z. Take a nice nonlinea function

30

Kamal Khuri-Makdisi CIMPA-LEBANON summerschal 2004

Factoring large integers

Let N be a verylarge number (say N 10%90),
which we know is composite becauseit hasfailed a
primality test. How dowe nd factors of N ?

Here are somegeneralways:

Trial division: try all integersj P N to seeif
N is divisibleby j. This takesexponential time
sincethe input sizeis the number of digits of N,
whichis O(logN). In practicewe do testall j up
to a moderatebound, say a few million.

Remak: a polynomial time algaithm
means its running time is O (logN)¢ =
O(exp(cloglogN)) for some constant c. An

exponential time algaithm takestime O(N°€) =
O(exp(clogN)).

The number eld sieve takes (heuristic) time
O(exp(c(log N)3(log logN )?7%)). This is \one-
third of the way" between polynomial and
exponential time. (For somerangesof N, the
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like f (x) = x>+ 1 mod N which\works on each
coordinate independently" l.e., sy a2 Z=NZ
carespnds to (b;c) 2 Z=pZ Z=¢Z, where
b amodpandc amodg Then we mean
that f(a) corespnds to f(b);f(c). Now
start from a randoma 2 Z=NZ, and compute

Recall that fM(a) coarespnds to the pair
(fM(b);fM(c)). We can reasonablyexpect that
for somei;j M, we havefi(b) fi(b) modp
becausethe valuesof the iterated function f "(b)
inside the smaller set Z=pZ eventuallyhaveto
repeat themselves But for that particular i; ] we
usually have fi(c) 6 fi(c) mod g. Conclusion
the GCD(f'(a) fli(a);N) givesusthe factor p.

The (p 1) methad: this works if N hasa factor
p suchthat p 1is highly composite. We say that
p 1lisB-smooth if p 1= 223°5°:::BZ with
a largest prime factor B (which neednot appea
sincewe canhavez = 0). Now p is unknawvn, so
a;b;c;:::;z are unknonvn. However, since 22

p 1< N, we know that a < (logN)=(log 2).
Similaly, b< (log N)=(log 3), and soforth. Thus
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de ne

S = 2[Iog N =log 2]3[Iog N=log 3] S B[Iog N =log B]:

This guaranteesthat S is a multiple of p 1, so
for any number x we havex® 1 mod p.

Description of the (p 1) method: Again for
simplicity sy N = pq with p 1 a B-smaoth
number. If x 2 Z=NZ = Z=pZ Z=¢Z, then
x coaresmpnds to (x mod p;x mod g) and xS
corespndsto (xS mod p;xS mod ) = (1 mod
p; xS mod g). Usually xS 6 1 mod g, sowe can
recoverp as the GCD (x5 1;N). Here the
power xS mod N is as usual computed by fast
exponentiation.
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coordinates, P; = [x; : y; : 1] and the identity
elementis the point at innity P; = [0:1:0].

The order of E(Z=pZ) is known to be at most
p+ 1+ 2P p< N. Soif jE(z=2)] is B-smaoth,
then its order is a factor of

S = 2[Iog N=log 2]3[Iog N=log 3] e B[Iog N=log B].

and so S P, P1 modp. In projective
coordinatesthis meansthat Ps = S P; = [Xs :
Ys : Zs] with Zs  Omod p. We usually have
Ps 6 P; mod g, soZs 6 0 mod g. Thuswe can
nd the factor p asthe GCD (Zs;N).

We will show below that the expectedtime for the
elliptic curve methqgl to nd the factor p of N is
(roughly) O( exp(" 2 (logp)*=*(loglogp)*~?) .
This is \halfway between" polynomial and
exponentialtime in the sizeof the smallestprime
factor p of N. For mostlarge N, this is the best
way to factor sinceusuallyp N °¢. However,for
the N = PR usedin RSA cryptography where
p q N, the number eld sieve (and
guadratic sieve)are still asymptoticallybetter.

34

Kamal Khuri-Makdisi CIMPA-LEBANON summerschal 2004

The elliptic curve factorization method

Keepthe simplifyingassumptionN = pg.

Reinterpretation of p 1 method: The
multiplicative group (Z=NZ) decommses as
(Z=pz) (Z=qZ) , and the rst factor has order
p 1 whichwe hope is B-smaooth for a moderately
sizedB. The disadvantage is that pisa xed factor
of N, sowe haveno choicein the orderp 1.

How to get many more choices: Replacethe
group(Z=NZ) by the group of points on an elliptic
curve:E(Z=NZ) = E(Z=pZ) E(Z=dZ). Now the
rst factor has order JE(Z=pZ)j = p+ 1 t with
itj 2P p. Varying the elliptic curvewill vary t, and
thereis a good chancethat p+ 1 t will be smooth.

Outline of Elliptic Curve factorization:

Find a random elliptic curve E de ned over
Z=NZ, and a random point Py 2 E(Z=NZ).
Speci cally, choosea randomxs;y;;a 2 Z=NZ,
and determine b 2 Z=NZ such that y? =
x3 + axy + b Then the elliptic curve is E :
y? = x3+ ax+ b, andPy = (X1;y1). In projective
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Asymptotics of elliptic curve method

Here is a heuristiﬁ justi cation of the rough
expectedtime O( exp(' 2 (log p)'=2(log logp)*™?) .

Principle: A number of the orderof B hasa chance
of about of being B -smaoth.

Since we want to nd a factor p, we should
try elliptic curvesuntil jE(Fp)j is B-smooth. How
shouldwe chooseB ?

JE(Fp)j p, soif we write p= B , we needto
try about  elliptic curves.

Trying ONE elliptic curve involves about
B logN=logB group operations. Reason: for
each prime q B, we raise our point to the
power g ¢, where'y  logN=logg. So we raise
to a power that is about N; this takes about
logN groupoperationsby fast arithmetic for each
g But the number of prime g's lessthan B is
aroundB=logB.

Thus, choose with B = p** soasto minimize
B logN=logB. Note that logN is xed.
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So, let uschoose to minimize

pt= p =y

( ):W logp

Easier:minimizelog after droppingthe xed logp
from the denominate. Thus minimize

()= EIogp+( + 1)log ;

whosederivativeis

d _ 1I | 1 1I |
d———209p+ og +1+—- —logp+ log
which is closeto zerowhen Z2log logp. Asa

\zeroth" apgroximation, isabout (log p)172, upto a
factor of orderloglogp. Sowe canwell approximate
log (%) loglogp. Substituting above, we get the
more preciseapproximation
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Primalit y proving

Given a number N which has resisted trial
divisionby moderatelysmallnumbers,andwhich has
passeda number of Rabin-Miller tests (variations
on alN D=2 1mod N for severala), we are
fairly certain that N is prime. But how can we be
completelysure?

The engineer'sphilosophicalreason: if N were
composite, then the probability of a given a
passingthe Miller-Rabintest is at most 1=4, and
is usuallymuch,muchless. Soif N passeghe test
for 100 randomlychosena, we can bet with odds
of 419° 1.6 10 to 1 that N is prime. This
is much better oddsthan the chanceof a random
fault in our computer! BesidesgeachMiller-Rabin
test runs very quickly (time O((log N)* ) with
fancy techniquesfor multiplication modulo N ).

The mathematician's point of view: we still
want a complete proof that N is prime, even

s S if this takes longer. The AKS primality test,
logp 2logp in its fastest modi cation, takes expected time
log loglogp O((log N)#* ) to prove primality probabilistically
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End of the argument: We now know that the (working deterministically the exponent becomes
optimal valueof = log( logp) is 7:5). But it isn't yet the fastestmethaod in practice

= EIogp+ ( +21log P 2logploglogp:

The di erence of loglogp between andlog is
hencenegligible. Moreover,the actual time needed
to factor is the time it takes to evaluate logN

group operations in an elliptic curve modulo N,

which takes time O( (log N)¢) for somec. This
power of logN alsocontributesthe negligibleamount
cloglogN to the logarithm of the amount of time
needed,and so the amount of time actually needed
isO(exp (1+ )log ).

Final answer: the time neededis

O(exp( (1 + )p 2logploglogp ):
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for primesof the sizeusedin cryptography which
haveabout 300 digits.

Other methads exist, which give a certi cate  of
primalit y that canbe checledrather quickly, even
if nding the certi cate takesmore time. We will
discusssucha methad usingelliptic curves,which
nds the certi cate in heuristic probabilistic time
O((log N)#* ), but with a better constant than
AKS.

A simple primality certi cate: Say we know the
factorization of N 1 = p'ps2:::p¥. (Need
a certicate of primality for each p;, obtained
recursively!)Now look for a2 Z=N Z suchthat:

(a;N) =1,
aV' 1 1modN,
alN D=Pi g 1mod N for all p;.

THEN N is prime.
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Conversely: if N is prime, then choosinga to be
anygenerato of (Z=N Z) works. Suchanais called
a primitive root modulo N .

Why this is a certicate: We havea2 (Z=NZ) .
Write d for the order of a in this group; thus d is the
smallestpossiblenumber for whicha® 1 mod N.
Now N 1isamultiple of d, but (N 1)=p cannot
be a multiple of d for anyi. The only choiceis that
d=N 1 soahasorderN 1in(Z=N2Z) , but
(Z=N2) Z=NZ f0g cannot have more than
N 1 elements. Thus (Z=NZ) = Z=NZ fO0Og,
andN is prime.

A slight variation: Say that we factBr_N 1=q
whereq is a rather large prime, q> N 1. Now
say we nd a suchthat

(a;N) = 1,
aV' 1 1modN,
(@N Y= 1:N)= 1.

Then N is prime becausef p is any prime factor of
N, then the order of a in (Z=pZ) is a multiple of
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ZNZ, apoint P 2 E(Z=NZ), and a multiple m of
our prime g, all satisfying

[m]P = [0:1:0]in projective coordinates,

[m=gP = [a: b:c] with (c;N) = 1in projective
coordinates.

Then P hasorder a multiple of q in E(Z=NZ), or
more generallywhenprojectedto any E (Z=pZ), and
soN is prime.

Strategy to make certi cates of primality: Start

with N probablyprime, and nd q; E; P; m asabove
with @ N2, The certi cate that N is primeisthe

data g;E;P; m PLUS a certi cate of the primality

of g, obtained recursively Since q is considerably
smaller than N, this process terminates quickly
enough. The hard part of the above strategy is

in nding m andq.

First way (less practical but easier to explain):
try many choicesof E with a given point P, and
use Schmf's algaithm to count mg = JE(Z=N 2Z)j
for eachE. Then look for an m = mg which has
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g andhencep 1 ¢ >ppW 1; thus all prime

factors p of N satisfyp> N, soN is prime.

Dicult y with both methods: We would haveto
be lucky enoughto either factor N 1 completely
or ensurethat N 1 hasa large prime factor g. On
the other hand, if N is prime, then it shouldbe easy
to comeacrossa generato a of (Z=NZ) by random
seach.

Avoiding this dicult y: Justlike for factoring, the
solution is to be able to choose other groupsthan
just (Z=NZ) . We againwork with elliptic curves
de ned overZ=NZ.

Basic idea: Say we nd an elliptic curve E and
a point P 2 E(Z:N%)isuch that P \has order
somewhatlarger than, N." Then N cannot have
any prime factor p N, becausethe image of P
modulo p gerbe@tesa subgroupof E (Z=pZ) of order
bigger than ~ N, which is too large compaed to
p. In fact, Hasse'sthearem says that jE (Z=pZ)j
p+ 1+ 2"35 (N + 1)2,

More precise version: Suppsewe nd a prime
g > (N¥ + 1), an elliptic curve E de ned over
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a large (probably) prime factor g. This is done by
factoring out as much of m as possible,using, sa,
trial divisionand elliptic curve factorization.

Second way (more practical): Chooseq; m rst
(" andlook for an elliptic curvewith jJE(Z=N 2)j =
m. This is doneby nding an elliptic curve over Q
with complex multiplication , andreducing\mo dulo
N."

Complex multiplication for elliptic curves over
C: Then E = C=L for a lattice L C. A
homomaophism ' : E ! E is determinedby a
number 2 C suchthat L L. Themapis:

)
>
y
) =L

l.e.," (zmodL)= zmodL.

End(E) = f 2 C j L Lg is the
endomaphismring of E.

End(E) contains the multiplication-by-m maps
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[m] for m 2 Z. But occasionallyit can be
larger. In that casewe say that E has complex
multiplication .

Someexamples:

{ fL=2+2Z i, thenthe corespndingEnd E
is Z[i].

{fL=2 2+ Z &, thelg EndE = Z[10i].

{fL=2z2 2+z2 (1+ 3), then EndE =
zZ[* -2

Over C, or more generallyin characteristic zero,
the possible endomaphism rings jof complex
multiplicationhavethefoomO  Q(  d), where
O is an.order in the imaginay quadratic eld
K=Q( d). SoO=2Z+2Z foranalgebaic
integer 2 K. The lattice L can be takento be
a suitableideala O, viewed as a subsetof C.
SoE = C=a.

Part of Big Theorem: Assumethat E hascomplex
multiplication by an order O K, whereK is an
imaginay quadratic eld. Then

The j -invaiant j (E) is an algebraic integer.
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Constructing elliptic curves to prove
primalit y

GivenN, which we want to prove prime.

Logk for a (small)d and = x+yp_dZ K =

Q( ~d), for whichx?+ dy?= —=N. (x;y
are integersor half-integers.)

We know an elliptic curve E over the alleged
nite eld Fyn with complex multiplication by
the maximal order O  Z[ ] usually has order
m=N+1 ( +7)=N+1 2x. Tryto factor
m at least patially, to nd a factor g of m with
g> (N*¥*+ 1)2 and g probablyprime, sa by the
Miller-Rabintest. Repeat with di erent d's until
onesuchm is found with an appropriate factor g.

The hard part Look for anelliptic curveE de ned
over Q with complex multiplication by O, and
reducemodulo a prime above N. The ideais to
look for j (E) and all its Galoisconjugates.

{ The conjugatesare j(C=a), for a a set of
representativesfor the ideal classgroup of O.
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The eld K [j (E)] is a Galoisextensionof K , with
abelian Galoisgroupcanonicallyisomaphicto the
classgroup of O, and very little rami cation. (In
terms of class eld theay: KJj(E)] is the ring
classeld of K with respectto O.)

Write an equationfor E overK [j (E)] Q. This
equationcanbe reducedmodulo almostall primes
as follows: take a prime number p 2 Q, and a
prime ideal P of the ring of integersof K [j (E)],
lying over p, with residue eld Fyr. Then we
canreducethe equationof E to obtain an elliptic
curveE de ned overF .

The theay predicts r easily from the ideal
structure of O, without needingto nd an exact
valueof j (E). Incasep= —with 2 O, then
r=1

The theay also givesa manageableformula for
E(Fpr) . Incasep= — asabove,we have

E(Fp) =p+1 o o

where Yisusuallyequalto . (More generally
0= with aroot of unity in K .)
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Theseare essentiallyclasse®f binay quadratic
forms of discriminant d or 4d.

{ Sincethe j-valuesare 6Igebaic integers, the
polynomial P(X) = ~ (X j(C=a)) has
integral coe cients. Now j can be calculated
numericallyas a complexnumber, so calculate
the valuesof j to su cient accuracyto getthe
coe cients of P(X) with an erra < 0:5.

{ We reallywant j (E), whichis the reduction of
j (E) modulo a prime N lying above N. We
nd this valueby factoring P (X) overFy.

{ Having found j(E) 2 Fy, we construct the
curve E, seach for a point P 2 E(Fy), and
checkthat [m]P = Py, [m=qgP = [a: b: (]
with (c;N) = 1 in projective coordinates.

{ Finally  recursively produce a primality
certi cate for q.
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Error-correcting codes

Here the word \code" does not refer to
cryptography Instead, we are interestedin how
to send information acrossa noisy channelwhile
minimizing erra's in transmission.

Typical examples:

Using a high-speed computer modem across a
phoneline with cracklingand hissing,

HavingCDsand CD-ROMsthat still work despite
scratchesand randomfaults,

Communicatingwith afar-o satellitewith a weak
signal.

Example of a code: Every time we transmit
three bits of data, we then send a fourth bit for
\parity check," to make the number of 1 bits even.
This allows us to detect if one bit was garbled in
transmissionbut we cannotcarrect it.

000 | 001 |010 |0O11 |100 |101 |110 | 111

000 | 0011 | 0101 | 0110 | 1001 | 1010 | 1100 | 1111
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Linear codes

This meansthat A = Fq isa nite eld, andwe
take C A" to be an F4-subspace.

If k = dimC, then jCj = ¢f; so a codeword
transmitsk letters of information usingn symlols.

d(C) is easy for linea codes, since d(a;b) =
da b;0),anda;b2C =) a b2C Thus
d(Q) is the minimum number of nonzeroentries
in any nonzerocodeword.

Encaing of a linea code is easy since we just
needlinea algebya to descrile an injection '
F& ! FJ with imageC. We can alsodecale by
solvingthe linea system' (x) = a; if the system
hasno solution,we know that a transmissiorerra
occurred. We will descrile later how to correct
fewer than d=2 errars for certain codes.

Our parity-check exapple: g = 2 and C =
f(ag;az;a3;a4) 2 F3j) & = 0g. The minimum
distanceis d = 2, so we can detect < 2 erras
(i.,e., 1lerra), andcarect< 2=2(i.e., 0) erras.
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Formal setup for error-correcting codes: We x a
nite alphalet A, e.g., we usedf 0; 1g above, which
we canidentify with F,; more generally we will stick
to A= Fq.

A word of length n is an element a =

A code is a subsetC A". An elementof Cis
calleda codeword.

The Hamming distance betweentwo words of
length n is the number of placeswith di ering

letters: d(a;b) = jfija 6 hhgj. Example:

d(1101110;1001011) = 3.

The minimum distance d(C) of the code Cisthe
smallestvalueof d(a;b) ja6 b 2 C.

Basic fact: Using C with d(C) = d allows us to
detect< d erras in eachcodeword. We can carect
< d=2 erras per codeword. For a givenn;d, our
goalis to make j§ aslarge as possible.
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Example: the [7;4] Hamming code

0 Here C FI is tlhe kernel of the matrix
0001111

@ 1 1 0 0 1 1A, whosecolumnslist the
1010101

numbers1{7 in binary.
HenceCis the subspacef vectas (a;;:::;a7) in

F satisfyingas = a, + ag+ a4, @ = &, + ag + ag,
anda; = a1 + a» + a4. lts elementsare:

(0000000) (0001111) (0010110) (0011001)
(0100101) (0101010) (0110011) (0111100)
(1000011) (1001100) (1010101) (1011010)
(1100110) (1101001) (1110000) (1111111)

Here(1101001)is shathandfor (1;1; 0; 1; 0; 0; 1).
We seethat the minimum distance of this code is
d = 3, which is the fewest number of 1s in any
nonzerocodeword. Thus we can detect < 3 erras,
i.e., up to two erras, and we can coarect < 3=2
erras, i.e., up to oneerra.

Exercise: Figure out how to correct one errar if it
occurs. The matrix aboveis useful.
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E ciency of the Hamming code: We use7 bits to
send4 bits of information, sincedim C= 4. Our limit
is 3 erras. Essentiallywe cansay that 4=7 57%
of the information that we transmit carrespndsto
the actual data we want to send,and the remaining
< 3=7 43% allows for erras. This code is best
possiblein some sense,since (essentially)the sum
cannot exceedl00% by somegeneralthearems.
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Goppa (i.e., algebraic geometry) codes
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Reinterpretation of Reed-Solomon codes using
Pl We know P1(Fq) = Fq[ fP1 g Take the
diviso D = k Py ; then L(D) is the space of
polynomialsf (x) with degf k. Wethen asseiate
tof 2 L(D) the codeword as = f (ty);:::;f (tn) ,

Note that the codeword as = f (Pq);:::;f (Pn) is
well-de ned sincef canhavepolesonly at D, which
is disjoint from the P;.

The mapf 7! a; isinjective,sinceif f 6 0, then
the number of zerosof f equalsthe number of
poles,whichis degD = k < n.
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Reed-Solomon codes

Givenn;q with q n, we choose n distinct

for some xed k < n. Thus the map sendingf to
a; isinjective, sincea nonzerof cannothaveroots
at all of t1;:::;t,. The dimensionof this code is
dimC= k+ 1. (Incasek = n 1, Cisall of Fg,
which is uninteresting. The purposeis to have k
somewhatsmallerthan n, sowe includemore values
of the polynomialf than are necessgy to determine

f.)

Immediate observation: The minimum distanceof
the abovecodeis d(C) = n k. Reason:a nonzero
f of degree k can vanishat up to k of the t;.
Thus we candetect< n  k erras, and can carrect
< (n k)=2 erras. Note that Reed-Solomortodes
are hence also optimal from the point of view of
information theary. Their disadvantage is that we
needto take g n, sothe alphaket getslarge.
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By Riemann-Rch, dmC = dimL(D) = k +
1 g+ i(D). Usuallywe havek 2g 1 so
i(D) = 0, and our code has g fewer dimensions
than the carespnding Reed-Solomortode.
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The minimum distance is d(C) n k, by
the samereasoningas for Reed-Solomorcodes.
However, the inequaliy can now be strict. In
principle, we can hope to getd(C) = n k+ g
in somecaseg(roughly: ensurethat the P; are in
linea generalposition with respectto L(D)).

Goppa codes give (asymptotically) the best
perfamance knovn over a wide range of errar
rates. The idea is that the percentageof data
transmitted is (dim C)=n (k+ 1 g@=n, in
order to deal with an erra rate < (n k)=n.
The sumis (n+ 1 g)=n, which is closeto 1
if n can grow faster than g. For given q and
g, Weil's thearem (the \Riemann Hypothesisfor
curves," generalizingHasse'sthearem), says that
X(Fg)i g+ 1+ 29" G. This is the maximum
possiblen, and familiesof curvesare known with
g! 1 which comecloseto this bound. They
give asymptoticallyvery good codes.

55




Kamal Khuri-Makdisi CIMPA-LEBANON summerschal 2004

Decoding Reed-Solomon codes

How do we carrect (not just detect) errars?

f(ty);:::;f(ty) diers fromb in" < (n k)=2
coordinates. Sowe mustallow up to ~ wrongletters.
To do this, we allow a correctar polynomialc(x) with
degc °, that canvanishat the \bad" t;. We now
try to nd polynomialsc andf satisfying

c(ty)bu;:irie(tn)bn = c(to)f (ta)s::osc(tn)f (tn)

Now write F (x) := c(x)f (x) with degF  k+ ", and
solvealinear system of equationsfor the coe cients
of F andc. (We temporarily forget about f .)

If b is within distance = of a codeword as,
then a nontrivial solution (cy; Fo) existsto this
homogeneoussystem, namely the one with ¢
vanishingat the \bad" t;, and Fo = f cp.

Claim: If (c;F) is any nontrivial solution of the
linea system,then c(x) is a factor of F(x), and
f = F=c
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Decoding Goppa codes (nonoptimal)

We take the spaceof c's to be L (E), whereE isa
suitabledivisa of degreee< (n k+ g)=2. This
only ensuresthat ¢ can vanishat e g < (n

k g)=2 arbitrary points, lessthan the \expected"
"=d(0O=2 (n k)=2

E must be disjoint from the P;. We also choose

E sothat L(D + 2E P Pn) = 0. This
is reasonablesincedegD + 2E P P, =
k+ 2e n < g, soa\generic" choiceof E will
makeL(D + 2E P, P,)=0.

The caresponding product F is the product of
f 2L({D)byc2L(E), soF 2 L(D+ E).
We thus solve the systemc(P;)b = F(P;), for
i = 1;:::;n, and obtain a nontrivial pair (c;F).

If weonlyaimto correct< (n k g)=2erras,and
nd f, we know that a nontrivial solution (co; Fo)
existswith Fo=¢ = f. But then cFy coF is
an elementof L (D + 2E) that vanishesat all P;,
so is zero by construction. Thus F=c = Fo=G.
(Note c 6 0, sinceotherwisewe get F = 0.)
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Proof of claim:

Recallour systemof equationsis c(tj)b = F(t;),

Note that c(x) is not the zero polynomial.
Otherwise F(x) vanishes at t;;:::;t,, but
degF k+ * < n, so F(x) is also the zero
polynomial. But we assumedthat (c;F) was
a nontrivial solution of our homogeneoudinea
system.

Now usethe existenceof one \correct" solution
(co; Fo) with f = Fo=g. It is enoughto showv
that any other solution(c; F) satis escFy = coF.

Both c(x)Fo(x) and co(x)F (x) are polynomials
of degree "+ k+ = k+ 2° < n, since’ <

(n k)=2. They havethe samevalueat all the
ti, namelyc(ti)co(ti)b. Thus cgF and cFy must
be the samepolynomial. Q.E.D.
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