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Intro duction: what is cryptography?

Given: a (very large) �nite set of messagesM , or
more generallya �nite set of plaintext messages
M P and a �nite set of ciphertext messagesM C .
Most often we'll take M = M P = M C .

Question: Find \p ractical" encoding anddecoding
maps E : M P ! M C and D : M C ! M P such
that D � E = id.

Then two people, traditionally called Alice and
Bob, can communicate in privacy even if their
messagesare being intercepted (e.g., over the
internet!). To senda messagem 2 M P , Alice sends
m0 = E(m) 2 M C , andBob decodesm0 by applying
D to it. This assumesthat Alice and Bob have
decidedon D andE, which they usuallykeepprivate
betweenthemselves.The cryptographer(Cathy) only
seesthe messagem0, but in principle doesnot know
how to apply D . A reasonablemodel is to assume
that Alice and Bob have sent many messagesm,
encoded and decoded using E; D , and that Cathy
has seen all the corresponding coded forms m0.
In addition, Cathy may have found out by other
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meanssome of the original plaintext messagesm, in
addition to knowing the correspondingciphertexts.

What can one ask for in a cryptographicsystem
(abbreviated cryptosystem) to allow practical and
securecommunication?

Basic Requirements:

� E must be injective

� A computer must be able to carry out both D
and E in reaonabletime

� Cathy shouldnot be able to �gure out how to do
E, or evento guesspart of m from a knowledge
of m0. Typically, Cathy will have intercepted
many di�erent m0, and will know a number of
earlier sent pairs (m; m0). But it must remain
computationallyinfeasible for Cathyto determine
m from a newlysent m0.

Remark: di�erent levelsof security requiredi�erent
levelsof infeasibility: e.g., if a companyis discussing
a mergerthat hasto be kept secretfor the next two
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weeksonly, then it's okay if Cathy can �gure out
how to decrypt messagesusing six months of work
on powerful computers.

Example: JuliusCaesar's cipher: M = Z=26Z, with
0 = 'A', 1 = 'B', etc.; then de�ne E(m) = m + 3,
and D(m0) = m0 � 3. Thus

E('A' ) = 'D' D ('A' ) = 'X'

E ('B' ) = 'E' D ('B' ) = 'Y'

E ('C') = 'F' D ('C') = 'Z'

E ('D' ) = 'G' D ('D' ) = 'A'

: : : : : :

And we can encode messagesletter-by-letter,
so E('VENIVIDIVICI') = 'YHQLYLGLYLFL'. This
code is of coursequite easyto breakusingfrequency
analysis,evenif we usemore complicatedbijections
D ; E : M ! M . This is one reasonwhy M must
be a large set.

Problem: If M = jMj is very large, then it is
infeasibleto allow D (and its inverseE) to be an
arbitrary permutation. E.g., if M = 10100, then there
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areM ! � 1010102
possiblepermutations.No practical

notation or algorithm candescribe all elementsof the
symmetricgroup SM for M this large.

Solution: Restrict to a small class of E and D,
indexedby a key k 2 K, where the set of keys K
is still large, but elementsof K can be described
succinctly. Example: if jK j = 10100 then a key can
be described using 100 digits or about 300 bits. It
is possibleto usedi�erent keys for encryption than
for decryption. So, say we have encryption keys
K, and decryption keys K̂, which describe distinct
encryption/decryptionmaps(k 2 K, K̂ 2 K̂ ):

Ek : M ! M ; D K̂ : M ! M :

We assumewe also have a good way to generate
pairs (k; K̂ ) for which D K̂ = E � 1

k . Such a pair is
calledan encryption/decryption pair.
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Private key cryptography

Here K = K̂, and k = K̂ . Thus D k is the
inverseof Ek . Alice and Bob agreeon a particular
key k, which they keep secretbetween themselves.
They then use Ek and D k to encrypt and decrypt
messages.

Basic cryptographic premise: Cathy knows how
the systemworks but doesn't know the key. So she
knows the map k 7! Ek ; D k , and typicallyhasfound
out severalpairs (m; m0) where m0 = Ek (m) but
should have a hard time determiningk. HenceEk

and D k shoulddepend on k in a fairly complicated
way.

Example: Let M = Z=M Z, K = (Z=M Z) � �
Z=M Z. For k = (a;b), with a invertible modulo
M and b any integermodulo m, de�ne E (a;b)(m) =
am+ b, andD (a;b)(m0) = a� 1(m � b). We havethus
restrictedour permutationsto the smallset of a�ne
transformations of Z=M Z. Here jK j � M 2 � M !.
This systemis not secure,since knowledgeof just
two pairs of the form (m; m0) usuallyallows one to
�nd the key k = (a; b).
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Advantage of private key cryptosystem:
Encryption and decryption of long messagescan
be done very quickly with modern private key
cryptosystems.

Disadvantages of private keys:

� If n peopleneedto communicateprivately, then
needn(n � 1)=2 keys,onefor eachpair of people.
Di�cult to managesecurity with so many keys

oating around the di�erent computers.

� Each given pair of people(Alice and Bob) must
somehow agreeon a choice of k. They cannot
sendthe keyoverthe internet (Cathy is watching).
They needto meet in personor havesomekind
of securecommunicationschannel| impractical.
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Public key cryptography

Main cryptographicapplicationof number theory
and algebraic curves, particularly elliptic curves at
the moment.

Setup: Each userU (e.g., Alice or Bob) generates
an encryption/decryption pair (kU ; K̂ U ) 2 K � K̂ ,
and publisheskU in a directory while keeping K̂ U

secret. Then if Bob wants to send a messagem
to Alice, he sendsher m0 = EkA (m) which shecan
decryptusingher private key. If he wants to signthe
message,he can send EkA (D K̂ B

(m)) , which Alice
decryptsusingD K̂ A

to get n = D K̂ B
(m). Shethen

appliesEkB to recoverm. The point is that only
Bob can producean n which satis�es EkB (n) = m.

Important: It shouldbe computationally infeasible
to �nd K̂ U (more precisely, to �nd the map D K̂ U

)
from a knowledgeof kU . It is a bit surprising that
this can be done at all (modulo someplausiblebut
unprovenconjectures).

Advantages of public key systems: Far fewer keys
have to circulate; n usersneedonly n keys. Also,
no secretkeys ever needto be exchangedover the
internet.
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Disadvantages:

� Existingpublickeycryptosystemsare muchslower
than private key cryptosystems. One standard
solution is to use a public key cryptosystemjust
to agreeon a privatekeyfor future communication
that sameday.

� No formal proofs have been found to guarantee
the di�cult y of breakingpublic key cryptosystems
(or of anyprivateones,for that matter!). Onecan
make heuristicargumentswhy systemsare secure,
if one is willing to believethat certain problems
(like factoring large integers)are computationally
hard.

� In practice, the main source of insecurity in
cryptosystemsseemsto be the human side! A
poor choice of key, or a faulty implementation,
or an easilybribed insider, are much easier(and
apparently more common)ways for cryptographic
systemsto be broken.
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Example: the RSA public key
cryptosystem

Remark: RSA (Rivest-Shamir-Adleman)does not
involvealgebraic curves,but we discussit because:

� It introducesthe topic of e�cient computations
in number theory.

� It givespractical motivation for the mathematical
questionof either factoring a very large number
(say around10300), or provingit to be prime. This
questionis of courseinterestingfor its own sake.

� We will later see how elliptic curves can help
answer the abovequestionin practice.

Implementing RSA: First one sets up a
private/public key pair. Each user U (somehow?)
�nds two very large prime numbers p = pU and
q = qU , both of the order of 10150, say. The basic
premiseis that factoring is hard | so if someone
knows the product N = pq � 10300 but does not
know p and q, then that person cannot factor N

9

Kamal Khuri-Makdisi CIMPA-LEBANON summerschool 2004

in reasonabletime. Now userU choosesan integer
e = eU that is relatively prime to p � 1 and q � 1.
This is typically done by choosing e to be a large
prime number.

The public key: is the pair k = kU = (N ; e) =
(NU ; eU ).

The private key: is the pair K̂ = K̂ U = d = dU 2
Z, chosensuch that de � 1 mod (p � 1)(q � 1).
User U knows p and q, and therefore can �nd d
by usingthe extendedEuclideanalgorithm on e and
(p � 1)(q � 1). This yields d; ` 2 Z such that
de+ `(p � 1)(q � 1) = 1.

The message space: We theoretically use M =
(Z=N Z) � , the group of invertible integers modulo
N . But in practice we do calculationsin the ring
Z=N Z, sincethe probability of stumbling acrossan
elementx 2 Z=N Z that is divisibleby p or by q is
lessthan 1=p+ 1=q which is miniscule.

Encoding and decoding:

� Ek (m) � me mod N ,

� D K̂ (m0) � (m0)d mod N .
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Reason this works: The group (Z=N Z) � hasorder
' (N ) = (p� 1)(q� 1), soif m is an integerrelatively
prime to N , then m(p� 1)( q� 1) � 1 mod N . Thus
(m0)d � mde � m1 = m mod N . Recall that
the chanceof stumbling acrossan m that is NOT
relativelyprime to N is so small as to be negligible.
If that happens,though, we can factor N and break
the cryptosystem.

Questions: manyof the operationslistedabovemay
seemdi�cult to do if the numbersare all large. We
dealeith them as follows:

� How can we �nd large primes p and q? The
prime number theorem says essentially that a
large number p is prime with \p robability"
1=logp. Thus since p � 10150, the probability
is 1=150log10 � 1=350. So somehow we must
test around 350 large numberson averageto �nd
one p, and we then repeat the processto �nd q.
We will discusshow to test primality later.

� Doing arithmetic with large numbers (up to
� = 300 digits in our example) is not too bad
for a computer | either adapt the pencil and
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paper algorithms from elementary school, which
works well for addition and subtractionbut takes
time O(� 2) for multiplication, OR use fancier
techniqueswhichdo multiplication anddivisionin
time O(� 1+ � ).

� What about the impossibly large powers me,
(m0)d?

{ We only care about me mod N . So of course
we NEVER calculate the integer me, since
me � (10300)10300

whichhassome10302 digits!
{ So do everycalculationmodulo N , and reduce

each intermediate result modulo N . So we
never see numbers bigger than N 2 � 10600.
Much better.

{ Wait | we cannot hope to get the eth
power by multiplying (m mod N )(m mod
N ) : : : (m mod N ). That would take e factors
which is too many sincee � 10300. Insteadwe
usefast exponentiation .
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Fast exponentiation

� Works for any group G wherewe can implement
the groupoperation. We then �nd me for m 2 G,
evenif e is large.

� Basic idea: write e in binary notation, and use
repeated squaring to get powers of the form
m; m2; m4; m8; : : : whichget combinedaccording
to the binary digits of e.

� Example:G = (Z=1000Z) � , m = 3, ande = 147.
In other words, �nd 3

147
.

{ The binary expansionis 147 = 100100112 =
128+ 16+ 2 + 1.

{ By repeatedsquaring, we �nd 3
2

= 9, 3
4

= 81,
3

8
= 561, 3

16
= 721, . . . , 3

128
= 961.

{ Put thesetogether: 3
147

= 3
128

� 3
16

� 3
2

� 3
1

=
961� 721� 9 � 3 = 787.

13

Kamal Khuri-Makdisi CIMPA-LEBANON summerschool 2004

First remarks on testing primalit y

If p is large, say with hundredsof digits, it is not
practical to try to divide p by all potential divisors
(less than

p
p). Of coursewe do checksomesmall

divisors anyhow, so that p is not divisibleby 2 or 3,
or by any number up to, e.g., a million.

In practice: Check�rst that p is probably prime.
Very roughly, we checkthat Fermat's little theorem
ap� 1 � 1 mod p holds for many random a (where
we had better have(a;p) = 1). This is doneusing
fast exponentiation . If we ever get ap� 1 6� 1, we
know that p cannot be prime. But there is a chance
that many a's will falselypassthis test.

More precisely: one uses the Miller-Rabin test,
which also tests that a(p� 1)=2 � � 1 mod p, and
further similar identities with powers of a mod p. If
p is composite, then fewer than 1=4 of the choices
of a can passthe Miller-Rabin test. So if p passes
the Miller-Rabintest for many randomlychosena's,
we are willing to bet that p is prime.

Proving primalit y: This takes more work, and is
the topic of a later lecture. One can usethe recent
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breakthrough(2002) of Agarwal, Kayal, and Saxena,
a deterministic polynomial-time algorithm (in the
number of digits of p). For the sizesof numberswe
consider,there are other methods that are faster in
practice. We will seea probabilistictest usingelliptic
curveslater in theselectures.
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The discrete logarithm problem

Premise: Public key cryptosystemscan be built
from large �nite abelian groups,basedon the belief
that the Discrete Logarithm Problem (DLP) in a
well-chosengroup G is intractable.

The DLP: Let g; h 2 G. Then either �nd a 2 Z
suchthat h = ga, or show that no sucha exists. We
write a = logg h. The valueof a actually belongsto
Z=N Z, whereN is the order of the elementg 2 G.

Remark: In many caseswe know that G is cyclic,
and we chooseg to be a generator. Thus N = jGj.
In this casea exists,but �nding it seemsdi�cult in
generalif N is very large. If G is not cyclic,we often
just work in the cyclic subgroupgeneratedby g.

Careful: One has to avoid the case where N
is a product of small primes, since then there
existsan algorithm due to Silver-Pohlig-Hellmanto
�nd the discrete logarithm quickly. Otherwise, for
\black box" groups,the bestgeneralmethodsknown
take time O(

p
N ) (probabilistic) or O(

p
N logN )

(deterministic). In a moment we will review one
suchmethod, called\Baby-step-giant-step."
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Examplesof groupsusedin cryptography:

� Let p be a prime. Then (Z=pZ) � is a cyclicgroup
of orderp� 1. Wecanlook for a generator g, called
a primitive root modulo p (�nding g is di�cult,
unlesswe somehow manageto factor p� 1, which
we hope has some large prime factors to avoid
Silver-Pohlig-Hellman). The discretelogarithm in
this groupisstill believedto behard, but ingenious
algorithms exist that are much better than those
for \black box" groups.

� If q is a power of a prime, let F q be the �nite
�eld with q elements.(Example: F p = Z=pZ if p
is prime.) Givenan elliptic curve E de�ned over
Fq, the F q-rational points E(F q) form a �nite
groupwith q+ 1� 2

p
q � jE (F q)j � q+ 1+ 2

p
q

(Hasse's theorem) . This is usually not cyclic,
but we can often work in a large cyclic subgroup
of E(F q). No algorithm is currentlyknown for the
DLP on an elliptic curvethat improveson what is
known for a \black box" group.

� Fancier: let C be an algebraic curve of genus
g over F q. Then the Jacobian J (C) is a
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g-dimensional algebraic group (see Oesterl�e's
lectures), and its group of F q-rational points
generalizesthe above example. If q is �xed
and g grows, the DLP for thesegroupsbecomes
easier,while the grouplaw becomesmore di�cult
to implement. Cryptographicapplicationsseem
limited to rather small g, say g � 6.

� A non-example: let G be the additive group
Z=N Z. Then the discrete logarithm problem
becomesthe equation ag � h mod N , which is
trivial to solvefor a (or to �nd that no solution
exists).

Toy example of DLP: Let G = (Z=101Z) � , so
jGj = 100 = 2252. One can check that g = 2 is a
generator, sinceg100=2 = 2

50
= 100, and g100=5 =

95, so the order of g is a factor of jGj = 100but not
a factor of 20 or of 50.

� log2 8 = 3 (or 103, or 203, or � 97, etc.).

� log2 3 =? Tricky way: notice from the abovethat
2

50
= � 1, and 2

20
= � 6. Then 2 � 3 = 2

50+20
,

and the discretelogarithm is 69.
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� The above trick generalizesto \index calculus
methods" in any (Z=pZ) � . Idea: look for
powers gbhc mod p whose residues modulo p
factor easily, and combine identities to �nd the
discretelogarithm. Theseare much better than
the black box DLP algorithms suchasBaby-step-
giant-stepdescribed below.

A trickier example of DLP: Let p =
172316432754274362361, and consider the elliptic
curveE overF p, whereE : y2 = x3 + 3141x + 5926.

� jE (F p)j = 172316432762555079388= 22 � 13 �
140534491� 23579816809.

� The \randomly chosen" point P =
(2718; 73035449260546778840) generates the
group.

� Question:What is the discretelogarithm logP Q,
where Q = (271828; 53265169777564442543)?
This can be found in a small multiple
of

p
23579816809 � 150000 steps using a

combination of Silver-Pohlig-Hellmanand Baby-
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step-giant-step, so it isn't unreasonable. The
answer turns out to be 134712877515817113540.
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Black box ways to do DLP

We illustrate Baby-step-giant-step(BSGS) and
Silver-Pohlig-Hellman (SPH) on the example of
log2 3 in (Z=101Z) � . Our goal: �nd a with 2

a
= 3.

We want to avoidtrying out eachof a = 0; 1; : : : ; 99
until we reach a solution. This will take expected
time O(N ) whereN = 100.

BSGS: Write a = 10i + j , where0 � i; j < 10. (For
generalN , we replace10 by the �rst integer>

p
N .)

Then we want to solve2
10i

= 3 � 2
� j

. We calculate
the 20 numbers corresponding to each choice of i
and j :

� Giant steps: 2
0

= 1; 2
10

= 14; : : : ; 2
60

= 87; : : :

� Baby steps:3� 2
0

= 3; 3� 2
� 1

= 52; : : : ; 3� 2
� 8

=
73; 3 � 2

� 9
= 87:

These two lists have size 10 = O(
p

N ). We �nd
the commonelement(87) and concludethat 2

60
=

3 � 2
� 9

, hencethat a = 69.

SPH: We factor N = 100= 2252. Our strategy:
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� Find a mod 2, and usethis to �nd a mod 4.

� Find a mod 5, and usethis to �nd a mod 25.

� By the ChineseRemainder Theorem, combine
a mod 4 and a mod 25 to obtain a mod 100.

The method is to write a = 4b2 + 2b1 + b0 =
25c2 + 5c1 + c0, whereb0; b1 2 f 0; 1g and c0; c1 2
f 0; 1; 2; 3; 4g. We then �nd the unknown b0; b1; c0; c1

by a cleverexhaustivesearch (can also useBSGSif
N has large prime factors). We illustrate for c0 and
c1:

� Precomputation: (2
0
; 2

20
; 2

40
; 2

60
; 2

80
) =

(1; 95; 36; 87; 84).

� Observethat if 3 = 2
5k+ c0, then 3

20
= 2

20c0.
So we can �nd c0 mod 5 by consultingthe above
table. Since 3

20
= 84, we get 20c0 = 80 and

c0 = 4.

� Now take 2
25c2+5 c1 = 3 � 2

� c0 = 57 since we
know c0 = 4. By a similar argument we have
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2
20c1 = 57

4
= 87. Thusc1 = 3 and5c1+ c0 = 19.

Thus a � 19 mod 25.

� End of the argument: a similar calculationgives
b0 = 1; b1 = 0 so a � 1 mod 4. Combining,
we get a � 69 mod 100 = jGj, so we can take
a = 69.
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Cryptography based on DLP

Assume: G is a cyclic group with generator g.
The order jGj shouldbe large, and not divisibleby
too manysmallprimes,in order that the DLP in G be
consideredintractable. Remark: this is a necessary
but perhapsnot su�cient condition for the following
cryptosystemsto be secure!

Di�e-Hellman key exchange: Alice and Bob need
to agree on which key to use in their private-key
cryptosystem,but can only communicateacrossan
open channel where Cathy is listening. Metho d:
A; B agreeon the group G and generator g. Cathy
knows this, but can't solve DLP on G. Then A
privately choosesa randominteger a < g,and sends
the group elementga to B . Similarly, B choosesa
randomb, and sendsgb to A. Their commonsecret
information is k = gab, which they can useas their
key.

� Alice knows a and gb, so computesk = (gb)a.

� Bob knows b and ga, so computesk = (ga)b.

24
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� Cathy knows ga and gb, but cannot solve for a
and b. It is unclear how she can compute gab.
Maybe somemethod exists that allows Cathy to
�nd gab without solving a DLP. (Partial results
suggestthat the answer is no.)

� Note that A doesnot know b, and doesnot have
to try to �nd it, sinceA knows a.

ElGamal public-key cryptosystem: Essentially,
a di�erent Di�e-Hellman key exchangefor each
message. The spaceof messagesis M = G, and
Alice has a private key kA = a < jGj, and a public
keyK̂ A = ga. If Bobwantsto senda messagem 2 G
to Alice, he choosesa randomnumber r < jGj, and
computesh = gr and n = (K̂ A )r m. Bob then sends
the pair (h; n) to Alice.

� Alice knows h = gr and n = gar m, and can
computem = h� an. Note that Alice never�nds
out what r is, but candecode dueto her knowing
the private key a.

� Cathy cannot �nd m from n without somehow
�nding gar . But sheonly knows ga and gr .
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ElGamal digital signature: This uses the same
public-private key pair kA = a, K̂ A = ga. Write
M = jGj. We �x a simplebijection f : G ! Z=M Z,
sendingh 2 G to f (h) 2 Z=M Z. This time, the
messagesbelongto Z=M Z, andA signsm 2 Z=M Z
by giving a pair (h; s) 2 G � Z=M Z suchthat

(K̂ A )f (h )hs = gm :

Anyonecan verify this signature.

� A can �nd the signature as follows: choose a
randomr and let h = gr . Then the powersof g in
the aboveequationare af (h) + r s � m mod M .
It is easy for A to solve for s using an inverse
of r mod M obtainedby the Euclideanalgorithm.
Note that A usesherknowledgeof the private key
a.

� If Cathy �xes a choiceof h andwants to forge the
signatureby �nding the correct s, she needsto
solvea DLP somewhere.If shestarts from a �xed
s, sheneedsto solvea strangenonlinear equation
for h.
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� Nobody knows (rather, hasadmitted to knowing)
how to choose s and h simultaneouslyin some
other way to forge a signature.

Remark: The ElGamaldigital signaturealgorithm
requiresus to know the order jGj of the group. We
also needto know jGj to make sure that the DLP
in G is safe from the Silver-Pohlig-Hellmanattack.
But �nding jGj can be far from obvious.

� Example:how manypoints lie on the elliptic curve
E : y2 = x3 + x + 1? More precisely, given the
�nite �eld F p, wecanviewE asbeingde�ned over
Fp. (Actually, if p = 2 or p = 31 the equation
givesa singular curve,so it is not elliptic.)

� E (F5) = f P1 ; (0; 1); (0; 4); (2; 1); (2; 4); (3; 1),
(3; 4); (4; 2); (4; 3)g, so jE (F 5)j = 9.

� But what about E(F 1253271626431 7)? Answer: this
curvehas 12532721750444points. Not obtained
by enumeratingall the points!

� Generalresultmentionedabove: if E isanyelliptic
curve over the �nite �eld F q, then jE (F q)j =
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q+ 1� t with jt j � 2
p

q. This a theoremof Hasse,
and is analogousto the RiemannHypothesisfor
the function �eld F q(E ).

� In the example above, t = � 5486126, while
2
p

p � 7080315:3. We can usethe limited range
of possiblets to direct our computation of the
number of points on E.

� Two main polynomial-time approachesexist to
counting points on E overa large �nite �eld:

{ (i) the Schoof-Elkies-Atkin algorithm | works
generally

{ (ii) Satoh's algorithm (also similar work by
Kedlaya) | better for �nite �elds like F 2500

of small characteristic.
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Factoring large integers

Let N be a very large number (say N � 10300),
which we know is composite becauseit has failed a
primality test. How do we �nd factors of N ?

Hereare somegeneralways:

� Trial division: try all integersj �
p

N to seeif
N is divisibleby j . This takesexponential time
sincethe input sizeis the number of digits of N ,
which is O(log N ). In practicewe do test all j up
to a moderatebound, say a few million.

� Remark: a polynomial time algorithm
means its running time is O

�
(log N )c

�
=

O(exp(clog logN )) for some constant c. An
exponential time algorithm takes time O(N c) =
O(exp(clogN )) .

� The number �eld sieve takes (heuristic) time
O(exp(c(log N )1=3(log logN )2=3)) . This is \one-
third of the way" between polynomial and
exponential time. (For some rangesof N , the
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simplerquadraticsieveis still better, eventhough
its asymptoticsare slower | \halfway" between
polynomialand exponential time.)

The above running times are given in terms of the
size of N , and allow for the worst casewhen the
composite number N is the product of two prime
numbers both approximately

p
N . Most composite

N havea signi�cantly smallerprime factor p. Trial
division will then �nd this factor in time O(p).
But the number �eld sieveand quadratic sieveare
insensitiveto the sizeof p. We will describe two more
methods that depend on the size of this smallest
prime factor p, in preparation for the elliptic curve
factorization metho d.

� A heuristic O(
p

p) algorithm: Pollard's rho
method. Say for simplicity that N = pq, wherep
is signi�cantly smallerthan N | e.g., N � 10300

but p < 1020. Trial division to �nd p takes
O(1020) steps, too long. But the rho method
takesO(1010) steps,quite reasonable.

� Description of rho method: work in Z=N Z �=
Z=pZ � Z=qZ. Take a nice nonlinear function
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like f (x) = x2 + 1 mod N which \w orks on each
coordinate independently." I.e., say a 2 Z=N Z
corresponds to (b;c) 2 Z=pZ � Z=qZ, where
b � a mod p and c � a mod q. Then we mean
that f (a) corresponds to

�
f (b); f (c)

�
. Now

start from a random a 2 Z=N Z, and compute
f (a); f (f (a)) ; : : : ; f M (a) where M = O(

p
p).

Recall that f M (a) corresponds to the pair
(f M (b); f M (c)) . We can reasonablyexpect that
for somei; j � M , we havef i (b) � f j (b) mod p
becausethe valuesof the iterated function f ` (b)
inside the smaller set Z=pZ eventuallyhaveto
repeat themselves.But for that particular i; j we
usually have f i (c) 6� f j (c) mod q. Conclusion
the GCD(f i (a) � f j (a); N ) givesus the factor p.

� The (p � 1) method: this works if N hasa factor
p suchthat p� 1 is highlycomposite. We say that
p � 1 is B -smooth if p � 1 = 2a3b5c : : : B z with
a largest prime factor B (which neednot appear
sincewe can havez = 0). Now p is unknown, so
a;b;c; : : : ; z are unknown. However, since2a �
p � 1 < N , we know that a < (log N )=(log 2).
Similarly, b < (log N )=(log 3), and so forth. Thus
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de�ne

S = 2[log N = log 2]3[log N = log 3] : : : B [log N = log B ]:

This guaranteesthat S is a multiple of p � 1, so
for any number x we havexS � 1 mod p.

� Description of the (p � 1) method: Again for
simplicity say N = pq with p � 1 a B -smooth
number. If x 2 Z=N Z �= Z=pZ � Z=qZ, then
x corresponds to (x mod p;x mod q) and xS

corresponds to (xS mod p;xS mod q) = (1 mod
p;xS mod q). Usually, xS 6� 1 mod q, so we can
recover p as the GCD (xS � 1; N ). Here the
power xS mod N is as usual computed by fast
exponentiation.
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The elliptic curve factorization metho d

Keepthe simplifyingassumptionN = pq.

Reinterpretation of p � 1 metho d: The
multiplicative group (Z=N Z) � decomposes as
(Z=pZ) � � (Z=qZ) � , and the �rst factor has order
p � 1 which we hope is B -smooth for a moderately
sizedB . The disadvantage is that p is a �xed factor
of N , so we haveno choicein the order p � 1.

How to get many more choices: Replacethe
group(Z=N Z) � by the groupof points on an elliptic
curve: E(Z=N Z) �= E(Z=pZ) � E (Z=qZ). Now the
�rst factor has order jE (Z=pZ)j = p + 1 � t with
jt j � 2

p
p. Varying the elliptic curvewill vary t, and

there is a good chancethat p+ 1� t will be smooth.

Outline of Elliptic Curve factorization:

� Find a random elliptic curve E de�ned over
Z=N Z, and a random point P0 2 E(Z=N Z).
Speci�cally, choosea random x1; y1; a 2 Z=N Z,
and determine b 2 Z=N Z such that y2

1 =
x3

1 + ax1 + b. Then the elliptic curve is E :
y2 = x3 + ax + b, andP1 = (x1; y1). In projective
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coordinates, P1 = [x1 : y1 : 1] and the identity
elementis the point at in�nit y P1 = [0 : 1 : 0].

� The order of E(Z=pZ) is known to be at most
p+ 1+ 2

p
p < N . So if jE (Z=pZ)j is B -smooth,

then its order is a factor of

S = 2[log N = log 2]3[log N = log 3] : : : B [log N = log B ];

and so S � P1 � P1 mod p. In projective
coordinatesthis meansthat PS = S � P1 = [X S :
YS : ZS ] with ZS � 0 mod p. We usually have
PS 6� P1 mod q, soZS 6� 0 mod q. Thus we can
�nd the factor p as the GCD (ZS; N ).

� We will show below that the expectedtime for the
elliptic curvemethod to �nd the factor p of N is
(roughly) O(

�
exp(

p
2 � (log p)1=2(log logp)1=2)

�
.

This is \halfway between" polynomial and
exponential time in the sizeof the smallestprime
factor p of N . For most large N , this is the best
way to factor sinceusuallyp � N c. However,for
the N = pq used in RSA cryptography, where
p � q �

p
N , the number �eld sieve (and

quadraticsieve)are still asymptoticallybetter.
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Asymptotics of elliptic curve metho d

Here is a heuristic justi�cation of the rough
expectedtime O(

�
exp(

p
2�(log p)1=2(log logp)1=2)

�
.

Principle: A number of the orderof B � hasa chance
of about � � � of being B -smooth.

Since we want to �nd a factor p, we should
try elliptic curvesuntil jE (F p)j is B -smooth. How
shouldwe chooseB ?

� jE (F p)j � p, so if we write p = B � , we needto
try about � � elliptic curves.

� Trying ONE elliptic curve involves about
B logN=logB group operations. Reason: for
each prime q � B , we raise our point to the
power q` q, where`q � logN=logq. So we raise
to a power that is about N ; this takes about
logN groupoperationsby fast arithmetic for each
q. But the number of prime q's less than B is
around B =logB .

� Thus, choose� with B = p1=� so as to minimize
� � B logN=logB . Note that logN is �xed.
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So, let us choose� to minimize

�( � ) =
p1=�

logp1=�
� � � =

p1=�

logp
� � � +1 :

Easier:minimizelog � after droppingthe �xed logp
from the denominator. Thus minimize

	( � ) =
1
�

logp + (� + 1) log �;

whosederivativeis

d	
d�

=
� 1
� 2 logp + log � + 1 +

1
�

�
� 1
� 2 logp + log �

which is closeto zero when � 2 log � � logp. As a
\zeroth" approximation, � isabout (log p)1=2, up to a
factor of order log logp. Sowe canwell approximate
log � � ( 1

2) log logp. Substituting above,we get the
more preciseapproximation

� �

s
logp
log �

�

s
2 logp

log logp
:
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End of the argument: We now know that the
optimal valueof 	 = log(� logp) is

	 =
1
�

logp + (� + 1) log � �
p

2 logplog logp:

The di�erence of log logp between 	 and log � is
hencenegligible. Moreover, the actual time needed
to factor is the time it takes to evaluate � logN
group operations in an elliptic curve modulo N ,
which takes time O(�(log N )c) for some c. This
powerof logN alsocontributesthe negligibleamount
clog logN to the logarithm of the amount of time
needed,and so the amount of time actually needed
is O(exp

�
(1 + � ) log �

�
).

Final answer: the time neededis

O(exp(
�
(1 + � )

p
2 logplog logp

�
):
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Primalit y proving

Given a number N which has resisted trial
divisionby moderatelysmallnumbers,andwhichhas
passeda number of Rabin-Miller tests (variations
on a(N � 1)=2 � � 1 mod N for severala), we are
fairly certain that N is prime. But how can we be
completelysure?

� The engineer'sphilosophicalreason: if N were
composite, then the probability of a given a
passingthe Miller-Rabin test is at most 1=4, and
is usuallymuch,muchless.Soif N passesthe test
for 100 randomlychosena, we can bet with odds
of 4100 � 1:6 � 1060 to 1 that N is prime. This
is muchbetter oddsthan the chanceof a random
fault in our computer! Besides,eachMiller-Rabin
test runs very quickly (time O((log N )1+ � ) with
fancy techniquesfor multiplication modulo N ).

� The mathematician's point of view: we still
want a complete proof that N is prime, even
if this takes longer. The AKS primality test,
in its fastest modi�cation, takes expected time
O((log N )4+ � ) to prove primality probabilistically
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(working deterministically, the exponent becomes
7:5). But it isn't yet the fastestmethod in practice
for primesof the sizeusedin cryptography, which
haveabout 300 digits.

� Other methods exist, which give a certi�cate of
primalit y that canbe checkedratherquickly, even
if �nding the certi�cate takesmore time. We will
discusssucha method usingelliptic curves,which
�nds the certi�cate in heuristicprobabilistic time
O((log N )4+ � ), but with a better constant than
AKS.

A simple primalit y certi�cate: Say we know the
factorization of N � 1 = pe1

1 pe2
2 : : : per

r . (Need
a certi�cate of primality for each pi , obtained
recursively!)Now look for a 2 Z=N Z suchthat:

� (a;N ) = 1,

� aN � 1 � 1 mod N ,

� a(N � 1)=pi 6� 1 mod N for all pi .

THEN N is prime.
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Conversely: if N is prime, then choosing a to be
anygenerator of (Z=N Z) � works. Suchan a is called
a primitive root modulo N .

Why this is a certi�cate: We havea 2 (Z=N Z) � .
Write d for the order of a in this group; thus d is the
smallestpossiblenumber for which ad � 1 mod N .
Now N � 1 is a multiple of d, but (N � 1)=pi cannot
be a multiple of d for any i . The only choiceis that
d = N � 1, so a hasorder N � 1 in (Z=N Z) � , but
(Z=N Z) � � Z=N Z � f 0g cannot have more than
N � 1 elements. Thus (Z=N Z) � = Z=N Z � f 0g,
and N is prime.

A slight variation: Say that we factor N � 1 = q`
whereq is a rather large prime, q >

p
N � 1. Now

say we �nd a suchthat

� (a;N ) = 1,

� aN � 1 � 1 mod N ,

� (a(N � 1)=q � 1; N ) = 1.

Then N is prime becauseif p is any prime factor of
N , then the order of a in (Z=pZ) � is a multiple of
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q, and hencep � 1 � q >
p

N � 1; thus all prime
factors p of N satisfyp >

p
N , so N is prime.

Di�cult y with both metho ds: We would haveto
be lucky enoughto either factor N � 1 completely,
or ensurethat N � 1 hasa large prime factor q. On
the other hand, if N is prime, then it shouldbe easy
to comeacrossa generator a of (Z=N Z) � by random
search.

Avoiding this di�cult y: Just like for factoring, the
solution is to be able to choose other groups than
just (Z=N Z) � . We again work with elliptic curves
de�ned overZ=N Z.

Basic idea: Say we �nd an elliptic curve E and
a point P 2 E(Z=N Z) such that P \has order
somewhatlarger than

p
N ." Then N cannot have

any prime factor p �
p

N , becausethe imageof P
modulo p generatesa subgroupof E(Z=pZ) of order
bigger than

p
N , which is too large compared to

p. In fact, Hasse'stheorem says that jE (Z=pZ)j �
p + 1 + 2

p
p � (N 1=4 + 1)2.

More precise version: Suppose we �nd a prime
q > (N 1=4 + 1)2, an elliptic curve E de�ned over
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Z=N Z, a point P 2 E(Z=N Z), and a multiple m of
our prime q, all satisfying

� [m]P = [0 : 1 : 0] in projectivecoordinates,

� [m=q]P = [a : b : c] with (c;N ) = 1 in projective
coordinates.

Then P has order a multiple of q in E(Z=N Z), or
more generallywhenprojectedto any E(Z=pZ), and
so N is prime.

Strategy to make certi�cates of primalit y: Start
with N probablyprime, and �nd q; E ; P; m asabove
with q � N 1=2. The certi�cate that N is prime is the
data q; E ; P; m PLUS a certi�cate of the primality
of q, obtained recursively. Since q is considerably
smaller than N , this process terminates quickly
enough. The hard part of the above strategy is
in �nding m and q.

First way (less practical but easier to explain):
try many choicesof E with a given point P, and
useSchoof's algorithm to count mE = jE(Z=N Z)j
for eachE. Then look for an m = mE which has
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a large (probably) prime factor q. This is done by
factoring out as much of m as possible,using, say,
trial divisionand elliptic curvefactorization.

Second way (more practical): Choose q; m �rst
(!!) and look for an elliptic curvewith jE (Z=N Z)j =
m. This is doneby �nding an elliptic curveover Q
with complex multiplication , andreducing\mo dulo
N ."

Complex multiplication for elliptic curves over
C: Then E �= C=L for a lattice L � C. A
homomorphism ' : E ! E is determined by a
number � 2 C suchthat � L � L . The map is:

C � �� ! C?
?
y

?
?
y

C=L
' =[ � ]

� � � � ! C=L

I.e., ' (z mod L) = � z mod L.

� End(E) = f � 2 C j � L � Lg is the
endomorphismring of E .

� End(E) contains the multiplication-by-m maps
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[m] for m 2 Z. But occasionally it can be
larger. In that casewe say that E has complex
multiplication .

� Someexamples:

{ If L = Z + Z � i , then the correspondingEnd E
is Z[i ].

{ If L = Z � 2 + Z � 5i , then End E = Z[10i ].
{ If L = Z � 2 + Z � (1 +

p
� 3), then End E =

Z[1+
p

� 3
2 ].

� Over C, or more generallyin characteristic zero,
the possible endomorphism rings of complex
multiplicationhavethe form O � Q(

p
� d), where

O is an order in the imaginary quadratic �eld
K = Q(

p
� d). So O = Z + Z� for an algebraic

integer � 2 K . The lattice L can be taken to be
a suitable ideal a � O, viewed as a subsetof C.
So E �= C=a.

Part of Big Theorem: Assumethat E hascomplex
multiplication by an order O � K , where K is an
imaginary quadratic �eld. Then

� The j -invariant j (E ) is an algebraic integer.
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� The �eld K [j (E )] is a Galoisextensionof K , with
abelian Galoisgroupcanonicallyisomorphic to the
classgroup of O, and very little rami�cation. (In
terms of class �eld theory: K [j (E )] is the ring
class�eld of K with respect to O.)

� Write an equationfor E overK [j (E )] � Q. This
equationcanbe reducedmodulo almostall primes
as follows: take a prime number p 2 Q, and a
prime ideal P of the ring of integersof K [j (E )],
lying over p, with residue �eld F pr . Then we
can reducethe equationof E to obtain an elliptic
curveE de�ned overF pr .

� The theory predicts r easily from the ideal
structure of O, without needingto �nd an exact
valueof j (E ). In casep = � � with � 2 O, then
r = 1.

� The theory also givesa manageableformula for�
�E (Fpr )

�
�. In casep = � � as above,we have

�
�E (Fp)

�
� = p + 1 � � 0 � � 0

where� 0 is usuallyequalto � � . (More generally,
� 0 = � � with � a root of unity in K .)
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Constructing elliptic curves to prove
primalit y

GivenN , which we want to proveprime.

� Look for a (small) d and � = x + y
p

� d 2 K =
Q(

p
� d), for which x2 + dy2 = � � = N . (x; y

are integersor half-integers.)

� We know an elliptic curve E over the alleged
�nite �eld FN with complex multiplication by
the maximal order O � Z[� ] usually has order
m = N + 1� (� + � ) = N + 1� 2x. Try to factor
m at least partially, to �nd a factor q of m with
q > (N 1=4 + 1)2 and q probablyprime, say by the
Miller-Rabin test. Repeat with di�erent d's until
onesuchm is found with an appropriate factor q.

� The hard part Look for anelliptic curveE de�ned
over Q with complex multiplication by O, and
reducemodulo a prime above N . The idea is to
look for j (E ) and all its Galoisconjugates.

{ The conjugates are j (C=a), for a a set of
representativesfor the ideal classgroup of O.
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Theseare essentiallyclassesof binary quadratic
forms of discriminant� d or � 4d.

{ Since the j -valuesare algebraic integers, the
polynomial P(X ) =

Q
a(X � j (C=a)) has

integral coe�cients. Now j can be calculated
numericallyas a complexnumber, so calculate
the valuesof j to su�cient accuracyto get the
coe�cients of P(X ) with an error < 0:5.

{ We really want j (E), which is the reductionof
j (E ) modulo a prime N lying above N . We
�nd this valueby factoring P(X ) overF N .

{ Having found j (E) 2 F N , we construct the
curve E, search for a point P 2 E(F N ), and
check that [m]P = P1 , [m=q]P = [a : b : c]
with (c;N ) = 1 in projectivecoordinates.

{ Finally, recursively produce a primality
certi�cate for q.
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Error-correcting codes

Here the word \co de" does not refer to
cryptography. Instead, we are interested in how
to send information acrossa noisy channel while
minimizingerrors in transmission.

Typical examples:

� Using a high-speed computer modem across a
phoneline with cracklingand hissing,

� HavingCDsand CD-ROMsthat still work despite
scratchesand randomfaults,

� Communicatingwith a far-o� satellitewith a weak
signal.

Example of a code: Every time we transmit
three bits of data, we then send a fourth bit for
\parity check," to make the number of 1 bits even.
This allows us to detect if one bit was garbled in
transmission,but we cannot correct it.

000 001 010 011 100 101 110 111
0000 0011 0101 0110 1001 1010 1100 1111
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Formal setup for error-correcting codes: We �x a
�nite alphabet A, e.g., we usedf 0; 1g above, which
we can identify with F 2; more generally, we will stick
to A = Fq.

� A word of length n is an element a =
(a1; : : : ; an ) 2 An .

� A code is a subsetC � An . An elementof C is
calleda codeword.

� The Hamming distance between two words of
length n is the number of placeswith di�ering
letters: d(a; b) = jf i j ai 6= bi gj. Example:
d(1101110; 1001011) = 3.

� The minimum distance d(C) of the codeC is the
smallestvalueof d(a; b) j a 6= b 2 C.

Basic fact: Using C with d(C) = d allows us to
detect < d errors in eachcodeword. We can correct
< d=2 errors per codeword. For a given n; d, our
goal is to make jCj as large as possible.
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Linear codes

This meansthat A = F q is a �nite �eld, and we
take C � An to be an F q-subspace.

� If k = dim C, then jCj = qk ; so a codeword
transmitsk lettersof information usingn symbols.

� d(C) is easy for linear codes, since d(a; b) =
d(a � b; 0), and a; b 2 C =) a � b 2 C. Thus
d(C) is the minimum number of nonzeroentries
in any nonzerocodeword.

� Encoding of a linear code is easy, since we just
need linear algebra to describe an injection ' :
F k

q ! Fn
q with imageC. We can also decode by

solvingthe linear system' (x) = a; if the system
hasno solution,we know that a transmissionerror
occurred. We will describe later how to correct
fewer than d=2 errors for certain codes.

� Our parity-check example: q = 2 and C =
f (a1; a2; a3; a4) 2 F4

2 j
P

ai = 0g. The minimum
distance is d = 2, so we can detect < 2 errors
(i.e., � 1 error), andcorrect < 2=2 (i.e., 0) errors.
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Example: the [7; 4] Hamming code

Here C � F 7
2 is the kernel of the matrix

0

@
0 0 0 1 1 1 1
0 1 1 0 0 1 1
1 0 1 0 1 0 1

1

A , whose columns list the

numbers1{7 in binary.

HenceC is the subspaceof vectors (a1; : : : ; a7) in
F7

2 satisfyinga5 = a2 + a3 + a4, a6 = a1 + a3 + a4,
and a7 = a1 + a2 + a4. Its elementsare:

(0000000); (0001111); (0010110); (0011001);
(0100101); (0101010); (0110011); (0111100);
(1000011); (1001100); (1010101); (1011010);
(1100110); (1101001); (1110000); (1111111):

Here(1101001)isshorthand for (1; 1; 0; 1; 0; 0; 1).
We seethat the minimum distanceof this code is
d = 3, which is the fewest number of 1s in any
nonzerocodeword. Thus we can detect < 3 errors,
i.e., up to two errors, and we can correct < 3=2
errors, i.e., up to oneerror.

Exercise: Figure out how to correct one error if it
occurs. The matrix above is useful.
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E�ciency of the Hamming code: We use7 bits to
send4 bits of information, sincedim C = 4. Our limit
is 3 errors. Essentially, we can say that 4=7 � 57%
of the information that we transmit corresponds to
the actual data we want to send,and the remaining
< 3=7 � 43% allows for errors. This code is best
possiblein somesense,since (essentially)the sum
cannot exceed100%by somegeneraltheorems.
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Reed-Solomon codes

Given n; q with q � n, we choose n distinct
elementst1; : : : ; tn 2 Fq, and we de�ne the code
C � Fn

q by

C = f af :=
�
f (t1); : : : ; f (tn )

�
j f (x) 2 F q[x]; degf � kg;

for some�xed k < n. Thus the map sendingf to
af is injective, sincea nonzerof cannot haveroots
at all of t1; : : : ; tn . The dimensionof this code is
dim C = k + 1. (In casek = n � 1, C is all of F n

q ,
which is uninteresting. The purpose is to have k
somewhatsmallerthan n, so we includemore values
of the polynomialf than are necessary to determine
f .)

Immediate observation: The minimum distanceof
the abovecode is d(C) = n � k. Reason:a nonzero
f of degree� k can vanish at up to k of the t i .
Thus we can detect < n � k errors, and can correct
< (n � k)=2 errors. Note that Reed-Solomoncodes
are hence also optimal from the point of view of
information theory. Their disadvantage is that we
needto take q � n, so the alphabet gets large.
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Goppa (i.e., algebraic geometry) codes

Reinterpretation of Reed-Solomon codes using
P 1: We know P 1(Fq) = Fq [ f P1 g. Take the
divisor D = k � P1 ; then L (D ) is the space of
polynomialsf (x) with degf � k. We then associate
to f 2 L (D ) the codeword af =

�
f (t1); : : : ; f (tn )

�
,

wheret1; : : : ; tn are distinct points of P 1(Fq).

Goppa codes: Take a curveX of genusg, de�ned
over F q, and choosen distinct points P1; : : : ; Pn 2
X (Fq). Take a divisor D , with degD = k < n,
and with D disjoint from f P1; : : : ; Pn g. Then the
correspondingGoppacode is

C = f
�
f (P1); : : : ; f (Pn )

�
j f 2 L (D ); i.e., div(f ) � � Dg:

Note that the codeword af :=
�
f (P1); : : : ; f (Pn )

�
is

well-de�ned sincef canhavepolesonly at D , which
is disjoint from the Pi .

� The map f 7! af is injective,sinceif f 6= 0, then
the number of zerosof f equalsthe number of
poles,which is � degD = k < n.
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� By Riemann-Roch, dim C = dim L(D) = k +
1 � g + i (D ). Usually we have k � 2g � 1 so
i (D ) = 0, and our code has g fewer dimensions
than the correspondingReed-Solomoncode.

� The minimum distance is d(C) � n � k, by
the samereasoningas for Reed-Solomoncodes.
However, the inequality can now be strict. In
principle, we can hope to get d(C) = n � k + g
in somecases(roughly: ensurethat the Pi are in
linear generalposition with respect to L (D )).

� Goppa codes give (asymptotically) the best
performance known over a wide range of error
rates. The idea is that the percentageof data
transmitted is (dim C)=n � (k + 1 � g)=n, in
order to deal with an error rate < (n � k)=n.
The sum is (n + 1 � g)=n, which is close to 1
if n can grow faster than g. For given q and
g, Weil's theorem (the \Riemann Hypothesisfor
curves," generalizingHasse'stheorem), says that
jX (Fq)j � q + 1 + 2g

p
q. This is the maximum

possiblen, and familiesof curvesare known with
g ! 1 which come close to this bound. They
give asymptoticallyvery good codes.
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Decoding Reed-Solomon codes

How do we correct (not just detect) errors?

The basic problem: Given b = (b1; : : : ; bn ), we
want to �nd f of degree � k such that af =�
f (t1); : : : ; f (tn )

�
di�ers from b in ` < (n � k)=2

coordinates. Sowe must allow up to ` wrongletters.
To do this, we allow a corrector polynomialc(x) with
degc � `, that can vanishat the \bad" t i . We now
try to �nd polynomialsc and f satisfying

�
c(t1)b1; : : : ; c(tn )bn

�
=

�
c(t1)f (t1); : : : ; c(tn )f (tn )

�

Now write F (x) := c(x)f (x) with degF � k+ `, and
solvea linear system of equationsfor the coe�cients
of F and c. (We temporarily forget about f .)

� If b is within distance ` of a codeword af ,
then a nontrivial solution (c0; F0) exists to this
homogeneoussystem, namely the one with c0

vanishingat the \bad" t i , and F0 = f c0.

� Claim: If (c;F ) is any nontrivial solution of the
linear system,then c(x) is a factor of F (x), and
f = F=c.
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Proof of claim:

� Recallour systemof equationsis c(t i )bi = F (t i ),
for i = 1; : : : ; n.

� Note that c(x) is not the zero polynomial.
Otherwise F (x) vanishes at t1; : : : ; tn , but
degF � k + ` < n, so F (x) is also the zero
polynomial. But we assumedthat (c;F ) was
a nontrivial solution of our homogeneouslinear
system.

� Now use the existenceof one \correct" solution
(c0; F0) with f = F0=c0. It is enoughto show
that anyother solution(c;F ) satis�escF0 = c0F .

� Both c(x)F0(x) and c0(x)F (x) are polynomials
of degree� ` + k + ` = k + 2` < n, since` <
(n � k)=2. They have the samevalue at all the
t i , namelyc(t i )c0(t i )bi . Thus c0F and cF0 must
be the samepolynomial. Q.E.D.
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Decoding Goppa codes (nonoptimal)

� We take the spaceof c's to be L (E), whereE is a
suitabledivisor of degreee < (n � k + g)=2. This
only ensuresthat c can vanishat e � g < (n �
k � g)=2 arbitrary points, lessthan the \expected"
` = d(C)=2 � (n � k)=2.

� E must be disjoint from the Pi . We also choose
E so that L (D + 2E � P1 � � � � � Pn ) = 0. This
is reasonablesincedegD + 2E � P1 � � � � � Pn =
k + 2e � n < g, so a \generic" choiceof E will
make L (D + 2E � P1 � � � � � Pn ) = 0.

� The corresponding product F is the product of
f 2 L (D ) by c 2 L (E), so F 2 L (D + E).
We thus solve the systemc(Pi )bi = F (Pi ), for
i = 1; : : : ; n, and obtain a nontrivial pair (c;F ).

� If weonlyaimto correct < (n� k� g)=2 errors,and
�nd f , we know that a nontrivial solution(c0; F0)
exists with F0=c0 = f . But then cF0 � c0F is
an elementof L (D + 2E) that vanishesat all Pi ,
so is zero by construction. Thus F=c = F0=c0.
(Note c 6= 0, sinceotherwisewe get F = 0.)
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